DEFARTMEMNT OF THE TREASURY
WASHINGTON, DC 20220

December 13, 1999

OFFICE QOF
INSPECTOR GENERAL

The Honcrable Richard K. Armey
Majcrity Leader

House of Representatives
Washington, DC  Z2C51:

Dear (Congressman Armey:
I am writing with regard to your letter dated September 22, 1999,

The issues that we have identified below are both LDepartment-wide
and bureau-specific. Treasury has made progress in many of these
areas or has initiatives in place to address these concerns.
However, these eight issues are extremely important to the
successiul accomplishment of the Department’s mission:

* Treasury’s Information Technology Investment Management;
¢ Money Laundering/Bank Secrecy;

o Irnformation Security;

» Vielent Crime/Gun Control;

¢ Trade ErnZorcement and Marcotics Interdiction by Customs;
* Revenue Protection;

* ‘mplementation of the Government Performance and Results
ACT; anc

» Financial Management at Treasury/Compliance with FE¥MlA

Due in part tc Treasury’s progress in addressing previously
reported serious management challenges, we have made the
Zollowing changes:

* We referrad two IRS specific related challenges to the
new Qffice of Inspector General for Tax Admirnistration.
These challenges were Financial Managcoment at the IRS,
and Protecting Taxpayer Rights and Compllance Activities:
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* We are no longer weporting the implementatisn of
Treasury's Debt Collectior Initiatives and Electronic
Funds Transfer/Zlectronic Benefits Transfer as
significant management challenges. (Se= Enclosure 1, page
12).

¢ We adcded the two new serious maragement challenges,
Violent Crime/Gun Centrol and Money Laundsring/Bank
Secrecy.

Based on cur work and krnowledge of Treasury’s operaticns, we nave
not identified any programs that in our judgemsnt have had
guestionakble success in achieving results. As part of ocur
missicn in evaluating/reviewing the operations and programs at
Treasury, we continue to make recommendations to improve the
effectiveness and efficiency of these programs and follow up to
ensure that corrective action was taken.

Enclosure 1 summarizes each of the most serious management
challenges in Treasury and the related ongoing and planned aedit
wark.

Enclosure 2 provides a list of audit reports, issued between
January 1, 1928, and September 30, 1999, that correspond to the
eight management challonges listed above. We have identified in
bold type those reports that coentain significant “open”
recommendations and sumnarized these recommendations below the
report title.

B similar response will be sent to Chairmen Burtor, Thompson,
Domenici and Kasizh., ITf you need additicnal informaticon, you may
cortact me at {202) 622-I0%0 or a wember of vour staff may
contact Mr. Dennis 5. Schindel, Assistant Inspector General! for
Audit at {202] 9Z7-5400.

Sincerely,

\b £t

Jeffrey Rirs, Jr.
Inspector Gereral

Enclosures [2)



DEFARTMENT OF THE TREASURY
WASHINGTON, DC 20220

Cecember 13, 1299

OFFICE OF
INSPECTOR GEMERAL

The Honorable Dan Burton
Chairman

Committee on Government Reform
House of Representatives
Washington, DS 20515

Dear Mr. Chairman:
I am writing with regard to your letter dated September 22, 1935,
The issues that we have identified below are both Department-wide
and bureau-specific. Treasury nas madé progress in many of these
areas or has initlatives in place to address these concerns.
However, these eight issues are extremely impertant te the
successful accomplishment of the Department’s mission:

¢ Trezsury’s Information Technolegy Investment Management;

¢ Money Laundering/Bank Secrecy;

» Information Security;

¢ Viplent Crime/Gun Control:

* Trade Erforcement and Narcetics Interdiction by Customs;

® Revenue Protection;

¢ Tmplementation of the Government >erformance and Results
Acz; and

& Financial Management at Treasury/Compliance with FEMIZ

Sue in part tc Treasury’s progress in addressing previously
reported serious management challenges, we have made Lhe
following changes:

* We referred twoe LIRS specific related challenges o the
new Offjce of Inspector General for Tax Acdministration.
Tkese challenges ware Financial Manzgement at the IRS,
and Protecting Taxpayer Rights and Compliance &ctivities;
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e We are no longer reporting the implementation of
Treasury’'s Debt Cellection Inmitiatives and Electroric
Funds Transfer/Electronic Berefits Transier as
significant management challenges., (See Encleosure 1, page
12 .

* We added the two new serious managemert challenges,
Viclent Crime/Zun Contrel and Money Laundering/Bank
Secrecy.

Bascd on our work and knowledge of Treasury’s operations, we have
not identified any programs that in our judgement have had
gquastionable sucsess in achieving results. As part of our
mission in evaluating/reviewing the operations and programs av
Treasury, we continue to make recommendations to improve the
effectiveness and efficiency of these programs anag follew up to
ensure that corrective asction was taken.

Enclosure 1 summarizes each of the most serious managemcont
challenges in Treasury and the related ongoing and planred audit
work.,

Erclosure Z provides a list of audit reports, issusd between
Jarvary 1, 1598, and September 30, 198%, that correspond to the
eight management challenges listed above. We have identified in
bold type those reports that cortain sigrnificant “cpen”
recommendaticns and =zummarized these recommendaticns below the
report title.

A similar response will be sent to Majority Leader Richard Armey
and Chairmen Thompson, Domenici and Kasich., If you need
addilioral infocrmation, you may contacht me at (PJ2) 622-10%0 or &
member of yvour staff may contact Mr. Dennis S. Schindel,
Agsistart Inspector Zeneral for Audit at (202) 327-5400.

Sincerelwvy,
Fuk
Jeffrey Rush Jr.
Inspector General
Enc_osures (2}

cc:  The Honorakle Henry A. Waxman
Ranking Mincrizy Member



DEPARTMENT OF THE TREASURY
WASHINGTON. DC 20220

Decenber 13, 1999

OFFICE OF
INSPECTOR GENERAL

The Honoralkle Peze V. Domenici
Chairman

Committee cn Budget

United States Senate
Washington, BDC 20510

Dear Mr. Chairman:
I am writing with regard to your letter dated September 22, 1999,
The lssues that we have identified below are both Department-wide
anc burean-specific. Treasury has madé progress in many of these
areas or has initiatives in place to address these concerns.
However, these eight issues are extremely important to the
successful accomplishment of the Department’s mission:

# Treasury’s Information Technology Investment Management:

* Money Laundering/3ank Secrecy:

s Information Security:

* Violent Crime/Gurm Cortrol:

* Trade Enforcemert ard Narcotics Interdiction by Customs:

s Revenue Zrotection;

s Implementation of the Soverrnment Ferformance znd Resulis
Moty and

¢ Financial Management at Treasury/Compliarce with FEMIA

Due in part to Treasury’s progress in addressing previously
reported serious management challenges, we have made the
following changes:

* We referred two IRS specific related challenges to the
new Office of Inspector Genzral for Tax Administration.
These challenges were Financia! Mareagemanz at the IES,
and Protecting Taxpayer Rights and Comgliiance Activities:



¢ We zre no longer reporting the implementaticn of
Treasury’s Debt Collection Initiatives and Electronic
Funds Transfer/Electronic Benefits Transfer as
significant management challenges. [(See Znclosure 1, page
12).

¢ We added the two new serious management challenges,
Vielent Crime/Gun Control and Money Laundering/Bank
Secrecy.

Based on our work and knewledge of Treasury’s cperations, we have
not identified any programs that in our judgement have had
questiconable success in achieving results. As part of our
missicn in evaluating/reviewing the operaticns and programs at
Treasury, we continue to make recommendaticns to improve the
elfectiveness and efficiency of these programs and follew up to
ernsiare that corrective action was taken.

Enclosure . summarizes each of the most serious management
challenges in Treasury and the related ongoirg and planned audit
work.

Enclosure 2 provides a list of audit reports, issaed between
January 1, 19928, and September 30, 1993, that correspond zo the
2ight maragement challenges listed above. We have identified in
Leld type those reperts that contaln signitficant “open”
recommendations and surmarized these recommendatiors belaw the
rapocrt title.

A similar response will be sent to Majority Leader Richard Armey
and Chairmer Thompson, Burton, and Kasich. If vou need
additional irformation, you may contact me at (202! 62Z-1090 or a
memper of your staff mey contzct Mr. Cennis $. Schindel,
Assistant Inszpector Generzl for Zudit at (202 927-5400.

Sincerely,

ﬁ?@u&y \©

Jeffrey Rush,nJr.
Inspector Genera

Erclosuras (2;

co: The Honorable Frank 2. Lautenborg
Ranking Minority Member



DEFPARTMENT OF THE TREASURY
WASHINGTON, DT 202320

December 13, 1999

QFFICE QF
INSPECTOR GEMERAL

The Honorable John R. Kasich
Crhairman

Committee on Budget

House ©f Recresentatives
Washington, DC 203515

Dear Mr. Cheirman:
I am writing with regard to your letter dated September 22, 13353
The iastces that we have identified below are both Depariment-wice
and bureau-specific. Treasury has made progress in many of these
areas or has initiatives in place to address these conserns.
Howewver, these eight issues are extremely important to the
successful accomplishment of the Department’s mission:

* Treasury’s Information Technology Investment Managemensz;

*+ Money Laundering/Bank Secrecy;

¢« Information Security:

# Viglernt Crime/Cun Conztrol;

s Trade FErforcement and Marcotics Interdiction by Customs;

*» Revenue Protection:

¢ Irplementation of the Government Performance and Results
Act; and

e Financial Management at Treasury/Compliance with FFMIA

Due in pazt to Treasury's progress in addressing previously
reported sericus management challenges, we have made the
following changes:

¢ We referred two IRS specific related challenges to the
new Office 2f Inspector General for Tax Administration.
These challenges were Financisl Management at t—he IRS,
and Protccting Taxpayer Rigats and Compliance Activities;
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¢ We are no _onger reporting the implementation of
Treasury’s Debt Collection Initiatives and Eleclronic
Funds Transfer/Flectronic Benefits Transfer as
significant management challenges. {See Znclcsure 1, page
12) .

® We added the twe new sericus managoment challenges,
Violent Crime/Gun Control and Money Laundering/Bank
Secrecy.

Based on our work and knowledge of Treasury’s operations, we have
rot identified ary programs thsat in our judgement hawve had
guestionable sugcess in achieving results. As part of our
mission in evaluating/reviewing tne operations and programs at
Treasary, we continue to make recommendations to improve the
effecltiveness anc elliciency of these programs and follow up te
ensure that corrective actior was taken.

Enclosure 1 summarizes each of the most serious ranagement
challerges in Treasury and the related orceing and planned audit
work.

Enclosure 2 orcovides a list of audit reports, issued bhotwoen
January 1, 1998, and September 30, 12%%, that correspond to the
eighi maragement challenges listec above. We have identified in
bcild tvype tnose reporos that ceontalin significart “open”
recommendations and summarized These recommendations nolow The
report title.

A sinilar response will ke sen- o Yajorizy Teader RMMchard Armey
and Chairmen Thomoscn, Burton, and Domenici. I you neesd
additrional informaticon, vyou may conzacst me at (2020 622-1030 or a
member of your steff may rntact Mr. Dennis 5. Schindel,
Assistant Irspector General for Budic at 12020 $27-5400.

Sinceraly,

7

fest
uh7 -
Jeffray RSBQA Jr.
Tnspactor P

coe: The Hororable John M. Sprato, Jre.
Rankinc Minority Member



QFFICE OF
INSPECTOR GENERAL

DEPARTMENT OF THE TREASURY
WASHINGTON, DC 20220

December 13, 1999

The Honorable Fred Thompson
Chalirman

Committee on Governmental Affairs
United States Senate

Washingtaon, 2C  2C0z10

Dear Mr. Chairman:

I am writing with regard to your letter dated September 22, 1999,

The issues that we have idertified b=low are both Department-wide
and bureau-specific. Treasvcry has made progress in many of these
areas c¢r has _nitlatives in place to address these concerns.
Bowever, these eight issues are extremely important to the
successful accomplishment of the Department’s mission:

Treasury’'s Inlformation Techrnelogy Investment Management:
Mconey Laundering/Bank Secrecy;

Information Security;

Violent Crime/Cun Contraol;

Trade Entorcement and Narcotics Interdiction by Customs;
Revernue Protectilion;

Implementation of the Government Performance and Results
Act; anc

Financlal Management at Treasury/Compliznce with FFMIA

Cue in part %o Treasury’s progress in addressing previously
reported szricus management challexges, we have made the
following changes:

We referred twc IRS specifiic related challenges to the
new Cffice of Inspector General for Tax Administratzion.
These challenges were Financial Management at the IRS,
arnd Protecting Taxpaver Rights and Compliance Actiwvizies;
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* We are no Longer reporting the implementaticn of
Treasury’s Debl Collection Initiatives and Electronic
Funds Transfer/Electronic Benefits Trarsfer as
significant management challenges. {See 3Inclosure 1, page
127,

* We added the two new serious management challenges,
Viclent Crime/Gun Contrel and Money Laundering/Bank
Secrecy.

Based on our werk and knowledge of Treasury’s operations, ws have
rot identified arny programs that in our judgement have had
questicnable success in achieving results. As part of our
mission in evaluating/reviewing the operaticns and programs at
Treasury, we continue to make recommendaticons wo improve the
effectivensess and efficiency of these programs and follow ug to
ensure thabt corrective action was taken,

Enclosure . summarizes =ach ©f the most serious management
challenges in Treasury and the related ongeing and planned audit
woTk.

Enclosure 2 provides a list of audit reports, issued between
January 1, 1998, and September 30, 13%%%, that correspond to the
elght manzgemant challenges listed above. Wo nave identified in
boild type those reports that contain sigrificant “opsn”
recommendaticns and summarized these recommendations below the
report title.

A similar response WiXl be sent to Ma“ority Leader Richara Armey
and Thairmen Burton, Domenic! and Kasich. Tf you neood additional
intormaticon, you may contacT me at (202) 522-105%0 or a member of
youy stafl may <Sontact ¥r, Dennis S. 3chaindel, Assistant
Inspector Geneval for Audic at (2027 227-54C0C,

Sincere_y,

\\7 d

Jelffrey Rusf
Inspector GCeneral

Enczclosures (23

22:  he Eonorakls Joseph I. Lieherman
Ranking Mincrizy Member



ENCLOSURE 1

SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK

TREASURY’ S | NFORVATI ON TECHNOLOGY | NVESTMENT MANAGEMENT

Ef fective conpliance wth the provisions of the Cinger-
Cohen Act is essential in order for the Departnment of the
Treasury (Treasury) to nanage the nearly $2 billion it
annual ly invests in information technology (IT) initiatives.
However, neeting the nmandates of this Act requires that
Treasury and i ndividual bureaus inprove nmanagenent practices
in the areas of capital planning, investnent controls,

proj ect managenent and, systens devel opnent. Additionally,
performance neasures need to be established for IT.

Treasury and the bureaus have inplenented a nunber of the

Cl i nger - Cohen requirenents.

Most major initiatives |ike Tax System Moderni zati on and

Aut omat ed Commerci al Envi ronnent have been sl owed by the
need to focus on Year 2000 Conpliance. Once the Year 2000
problemis resolved, Treasury wll need to focus on bringing
these and other major projects to successful conpletion.
Shortcom ngs in system devel opnent capabilities and
oversi ght processes need to be addressed in order for that
to happen. New nmechani sms have been established, such as

i nvestment revi ew boards. However, it is too early to tel
whet her these and other new controls will result in nore
effective and efficient delivery of major |IT systens.
Furthernore, Treasury has announced plans for a new Treasury
Strategic Plan. This plan places nore managenent
responsibility at the Treasury level and filters this
responsi bility through the Treasury bureaus.

Ongoi ng/ Pl anned Wor k

A recent audit of Treasury’s inplenmentation of the

| nformati on Technol ogy Managenent Reform Act (I TWMRA) noted
that Treasury remains in the early stages of | TVMRA

i npl enmentation. |nprovenents are needed in Treasury’'s
ability to manage, eval uate and nake strategi c decisions
regarding the Treasury’'s portfolio of IT initiatives and
ongoi ng operations.

In addition, we are planning an audit of Treasury’'s system
devel opnent practices, as they are applied to a major
initiative, in order to devel op a new corporate human
resource system The |life cycle cost of this systemis
estimated to be $343 mllion. W are also assessing the
need for additional audits.



ENCLOSURE 1

SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK
MONEY LAUNDERI NG BANK SECRECY

It is estimated that hundreds of billions of dollars a year
are laundered globally. The Money Laundering and Fi nanci al
Crimes Strategy Act of 1998 called for the devel opnent of a
five-year anti-noney |aundering strategy. The Nati onal
Money Laundering Strategy for 1999, issued jointly in
Septenber 1999 by Treasury and the Departnent of Justice,
sets forth an anbitious agenda of actions designed to
advance four broad goals: (1) strengthening donestic |aw
enforcenment; (2) enhancing steps taken by financial
institutions to prevent and detect noney | aundering; (3)
partnering wwth state and | ocal authorities; and, (4)

bol stering international cooperation. This strategy
reflects a national commtnent to a coordinated, effective
fight against noney |laundering. It calls for a focused
attack on high-risk noney | aundering zones. As a result,
Treasury bureaus, especially the United States Custons
Service (Custons) and the Financial Crinmes Enforcenent
Networ k (FinCEN), have increased responsibilities.

Audits we have perforned at Custons and Fi nCEN have
identified opportunities for better dissem nation and use of
the data available fromthe filing of Currency Transaction
Reports, Suspicious Activity Reports and Currency or
Monetary Instrunments Reports. Money | aundering enforcenent
efforts have been hindered by | aw enforcenent and regul atory
agenci es’ |ack of awareness of what data is available from
FinCEN. Also, we identified problens with the ease of
accessi ng and using Fi nCEN dat abases. Recent audits of the
Ofice of the Conptroller of the Currency’ s (OCC) Bank
Secrecy Act exam nations of donmestic national banks have
identified areas where i nprovenent is needed.

Ongoi ng/ Pl anned Wor k

The O fice of Inspector General (O G has a nunber of audits
ongoi ng or planned in order to address noney | aundering

i ssues at Treasury. These audits cover areas such as
assessing FinCEN s use of artificial intelligence to conbat
nmoney | aunderi ng, assessing FinCEN s enforcenent of civil
nmoney penalties on financial institutions, and eval uating



ENCLOSURE 1

SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK

t he adequacy of Bank Secrecy Act exam nations at OCC and the
Ofice of Thrift Supervision. |In addition, we are planning
to review FinCEN s efforts to deter and detect noney

| aundering in casinos; Treasury’'s efforts to streamine
Currency Transaction Reports; and Treasury’'s efforts to
detect noney | aundering by foreign crimnal organizations in
United States financial institutions.

| NFORVATI ON SECURI TY

The need for adequate security in order to protect data from
unaut hori zed access and in order to ensure the reliability
of conputerized data is critical for Treasury and the
Governnent as a whole. Although IT enables the Treasury to
achieve its business priorities, IT also has the potenti al
to heighten existing internal control challenges and to pose
new chal |l enges for Treasury to address. As connectivity and
access to information increases, so do the threats to
security. It is necessary to respond quickly to ever-
changi ng busi ness, technical and |egislative challenges.
Presidential Decision Directive 63 sets as a goal the

devel opnment of a reliable, interconnected, and secure
informati on systeminfrastructure by the year 2003, and the
devel opment of a significantly increased security systemfor
t he Federal Governnent by the year 2000.

Devel oping a secure IT environment will help Treasury
protect its information resources and infrastructure from
information warfare, terrorist and crimnal activities. It
will allow Treasury to conduct its transactions with other
agenci es and external custoners in a safe and secure nmanner.
Treasury has made progress in achieving some of their
security goals such as the establishnment of their
architecture in the Treasury Information System Architecture
Framework and in their devel opnment of Public Key
Infrastructure standards for a secure |IT environnent.
However, major conmputer systens at several Treasury bureaus
are vul nerable to unauthorized access. Additional risks
stemfrom Treasury’'s efforts to make these systens Year 2000
conpliant. This effort was addressed under severe tinme
constraints that could have resulted in a weakeni ng of
controls over the integrity of data and prograns.
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SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK

Ongoi ng/ Pl anned Wor k

Controls of data security are reviewed as a part of the
annual audits of bureau financial statenents performed by
the O G GCeneral Accounting Ofice (GAO, or independent
publ i c accountants under contract with the OG As part of
this work, auditors followup on the progress made in
correcting previously identified weaknesses. Data security
weaknesses continue to be identified at Treasury and its
bureaus as part of our EDP general controls testing. Al so,
we W Il observe the penetration testing to be perfornmed as
part of these financial statenent audits.

Additionally, we are planning a nmulti-bureau audit of
Treasury information system security and we have pl anned a
review of Treasury’s Critical Infrastructure Protection
Plan. This review will consider whether Treasury is
adequat el y planning and managing its coordination efforts
for the protection of its critical infrastructures.

VI OLENT CRI ME/ GUN CONTROL

Violent crinme continues to be a serious problemin the
United States despite reports of a decline in the overal
crime rate. Violent crinme is still the nations’s nunber one
public safety concern. The reduction of violent crine is
one of Treasury’'s goals in its Strategic Plan and one of the
Bureau of Al cohol, Tobacco and Firearns’ (ATF) three
Strategic Goals. |In FY 2000, 77 percent ($460.8 million) of
ATF' s budget will be directed to reducing violent crine.

ATF has primary enforcenent jurisdiction for enforcing the
proper use of federal firearns, and expl osives. ATF
enforces provisions of the Gun Control Act of 1968, the
National Firearns Act (NFA), the Brady Law, and the Viol ent
Crinme Control and Law Enforcenent Act of 1994. ATF s role
is very inportant because ATF is involved in every facet of

gun control. ATF inspects firearns deal ers, investigates
potential firearns buyers who are denied the right to
purchase firearns under the Brady Law, investigates illegal

sources of firearnms, and traces guns that are used in
crimes, and provides ballistics technology. ATF is also
responsi bl e for the enforcenent of arson |aws including
investigating all church arsons, and for providing

i nvestigative assistance in incidents where expl osives were
used.
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SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK

There has been recent criticismthat the current gun control
laws are not enforced. As a result, ATF has a prom nent
role in reducing violent crinme and enforcing gun control.
Their effectiveness in enforcing the | aws under their
jurisdiction will cone under closer scrutiny.

Prior work has identified weaknesses in approving applicants
for a Federal Firearns License (firearns dealers). ATF s
efforts to determne the eligibility of applicants were

hi ndered by the unavailability of such information and
weaknesses in the crimnal history record system In sone

i nst ances, background checks were not perforned at all.

Ongoi ng/ Pl anned Wor k

We are currently reviewing ATF's Youth Crine Interdiction
Initiative programvia a series of audits that are | ooking
at different conponents of the program W are al so
reviewi ng ATF' s investigative cases in order to determne if
ATF is focusing its investigative efforts on preventing
violent crine. W plan to review ATF s procedures for
investigating referrals fromthe National Instant Crim nal
Background Check System used for firearm purchases.
Treasury’s counterterrorismcoordination efforts are al so
bei ng revi ened.

TRADE ENFORCEMENT AND NARCOTI CS | NTERDI CTI ON BY CUSTOMS

The m ssion of Custons is to ensure that all goods and
persons entering and exiting the United States do so in
accordance with laws and regulations. On the inport side,
in FY 2000, Custons expects to process 477 mllion persons

and 138 mllion conveyances, collect $22 billion in revenue,
and release cargo for 24 mllion entry summari es val ued at
$1.1 trillion. The devel opnent, maintenance, and security

of fully integrated automated systens is the nost critical
i ssue at Custons.

The O G and GAO have inforned Congress that Custons’

exi sting inport processes and supporting systens are sinply
not responsive to the business needs of either Custons or
the trade industry. Custons recognizes that its ability to
process the growi ng volume of inports, while inproving
conpliance wth trade | aws, depends heavily on their
noder ni zation of the trade conpliance process and rel ated
supporting automated systens. The success of this effort is
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SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK

contingent on how well and how soon Custons is able to
i npl enent the Automated Commercial Environnent (ACE).

Custons al so functions as the primary border enforcenent
agency with responsibility for preventing the entry of
illegal narcotics into the United States. Custons

i nspection, investigative, intelligence, canine, marine, and
air interdiction activities have been conbined with the
activities of other agencies in their supply reduction
efforts. Despite many years of concerted Federal effort,
the unrelenting and well-financed drug smuggling threat
conti nues unabated. Prior and ongoing O G audits have

di scl osed problens with Custons’ targeting systens. A
recent audit disclosed that better narcotics exam nation
criteria needs to be devel oped. W al so observed a | ack of
consi stency in the performance and reporting of narcotics
exam nat i ons.

On the export side, national concerns over the acquisition
of critical United States mlitary technol ogies by certain
foreign governnents has been at the forefront of news
headl i nes and Congressional interest over the past two
years. These concerns pronpted Congressional reviews such
as the Cox Conmmi ssion's assessnent of security at national
weapons | aboratories, and Senat or Thonpson's i nteragency
review of the adequacy of export |icensing procedures over
dual -use commodities and nunitions.

During FY 1999, Treasury O G participated with the
Departments of Commerce, Defense, Energy, State, and Centra
Intelligence Agency O Gs in their joint-review of export

i censing procedures for dual -use commodities and munitions
requested by Senator Thonpson. This effort identified the
weaknesses in controls over dual -use exports and the

i nprovenents needed in Custons’ export enforcement program
Al t hough specific recomendati ons were nade to i nprove

Cust oms’ export enforcenment procedures and controls, the

i nprovenents to the overall licensing process will require a
joint effort by Custons, Departnent of Commerce, and State
Departnent officials.

Ongoi ng/ Pl anned Wor k

Qur ongoi ng work addresses Custons’ inplenentation of the
Qperation Hard-line, the intelligence program cargo



ENCLOSURE 1

SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK

selectivity, courier hubs, the autonmated manifest system
and the use of high technol ogy equi pnent.

During FY 2000, we plan to conduct audits of Custons’ Air
Marine Interdiction Prograns as well as Custons’
interdiction and funding activities in Puerto R co.

Treasury O Gis currently participating in the joint OG
review of export controls and counter-intelligence neasures
in order to prevent the acquisition of United States
mlitary technol ogi es as mandated by the National Defense
Aut hori zation Act for FY 2000. An initial assessnent is due
by March 31, 2000, wth annual reporting required through

FY 2007.

REVENUE PROTECTI ON

In FY 1998 Custons collected approximately $22.1 billion in
duties, taxes, and fees, naking it Treasury’'s | argest source
of revenue second only to the Internal Revenue Service
(IRS). The ATF collected another $12.4 billion in FY 1998
from al cohol, tobacco and firearns excise taxes, fees,

penal ties, and interest paynents. Stronger internal
controls and system i nprovenents woul d undoubtedly increase
revenues collected by both bureaus. Custons could
significantly reduce | ost revenue through its planned | arge-
scal e systeminprovenents. This is a mgjor and costly
chal | enge, but would place Custons in a better position to
handl e el ectronic commerce and control the hundreds of
mllions it collects in user fees and duties. ATF needs to
strengthen its financial managenment controls in order to
ensure that hundreds of mllions in excise taxes do not
escape col |l ection.

Custons is faced wth an increasing workload that is
outpacing any growh in its staffing or funding. Custons
continues to rely on its outdated Automated Commerci al
System (ACS) to nonitor inported goods and collect billions
of dollars in duties and fees. |Inports are now val ued at
nearly $1.1 trillion per year and are expected to double in
five years. Yet, Custons, which greatly relies on its
conputer systens to manage this workl oad, has serious
conputer problens that have reduced the bureau’s ability to
handl e t hi s workl oad.
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SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK

In a recent audit, we found that a conputer progranm ng
error in Custons’ Seized Asset and Case Tracking System
resulted in Custons’ failing to issue $585 million in bills
to surety conpani es over a one-year period.

ATF s coll ection of excise taxes is also a concern. W
found in a recent audit of 17 sanpled distilled spirits
producers that ATF could potentially assess $66.6 million in
addi tional taxes based on inadequate export docunentati on.
We al so found that ATF may not have revi ewed ot her clained
distilled spirits exports with an aggregate tax val ue of
$560 million for 1996 and 1997. ATF records showed that 73
producers clainmed to have exported distilled spirits with a
tax value of $3.25 billion in FY 1998.

Ongoi ng/ Pl anned Wor k

The O G has a nunber of ongoing and pl anned audits dealing

Wi th revenue protection issues. For exanple, an ongoing O G
audit is reviewing the Custons Air Automated Manifest System
(AMS). An O G 1996 financial statenment audit had uncovered
a design flaw that could result in vulnerabilities for
Customs in processing cargo through AVMS. The current audit
is reviewng AMS to determ ne the inpact of these

vul nerabilities.

In addition, at ATF a followon to the conpleted audit of
distilled spirits producers, discussed above, wll involve
reviewi ng a sanple of tobacco producers to determne if the
same problemthat exist wth al cohol producers also exists
on the tobacco side. Specifically, the audit wll determ ne
if ATF' s diversion policies and procedures are adequate to
protect against mllions of dollars in |ost revenue.

Further, we plan on conducting several other Custons and ATF
audits in FY 2000, including an audit of ATF revenue

i nspection activity, Custons collection of Merchandi se
Processing Fees, and a followup to a 1997 audit of ATF s
coll ection of Special QOccupational Taxes. That audit found
ATF had failed to collect an estimated $64 nillion in
Speci al Cccupational Taxes over the 3-year period ending in
1995.
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SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK
| MPLEMENTATI ON OF THE GOVERNVENT PERFORVANCE AND RESULTS ACT

The GPRA requires Federal agencies to nore effectively plan,
budget, execute, evaluate, and account for their prograns
and activities. A key challenge for Treasury has been to
integrate their performance planning and reporting
activities as required by GPRA with their budget formulation
and execution activities, and annual financial reporting
activities required by the Chief Financial Oficers (CFO
Act and Governnment Managenent Reform Act (GVRA).

Anot her critical challenge has been for Treasury to devel op
and i npl ement manageri al cost accounting as an integral
conponent of financial and performance reporting. Effective
manageri al cost accounting is necessary to provide reliable
and tinely information on the full costs of prograns,
activities, and outputs. Accurate cost information enables
t he Congress and Federal program managers to nmake infornmed
deci si ons about resource allocation and program performnce.
The |inkage of costs with outputs, by responsibility segnent
and activity, is essential for neaningful and informative
reporting and cost/benefit anal ysis under GPRA.

To Treasury’s credit, Treasury and its bureaus have been
reporting performance neasures and have been submtting
their plans as part of their budget subm ssions since 1996.
Al so, Treasury has made substantial inprovenents to its
strategic plan in response to GAO s revi ews and has
reassessed its strategic goals in both the overall Treasury
pl an and the individual Treasury bureaus’ plans.

In the past year the O G has conducted a series of audits
| ooking at the accuracy and reliability of key performance
measures at selected bureaus. In each audit, weaknesses
were identified with both the accuracy and reliability of
the underlying data. While Treasury’'s organi zati ons have
made progress, weaknesses in Treasury’s data systens wll
continue to present challenges in producing accurate and
reliable data for their perfornmance neasures.

Ongoi ng/ Pl anned Wor k

Performance neasures are required to be presented in the
annual financial statenents required by the CFO Act and
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SUMMARY OF THE MOST SERIOUSMANAGEMENT
CHALLENGESAND RELATED ONGOING AND PLANNED WORK

GVWRA. As required by OVB Bulletin No. 97-01, Audit

Requi renments for Federal Financial Statenents, the AOG
perfornms Iimted procedures on these perfornmance neasures in
connection with their annual financial statenent audits. In
addition, the O G has perfornmed a significant anount of

FY 1999 work at individual bureaus and has recently pl anned
addi tional work for FY 2000. The O G devel oped a programto
assess the appropriateness, reliability, and validity of
Treasury’s perfornmance neasures and the data and i nformation
supporting the neasures. To ensure this effort, the AGw I
assess Strategic Planning, Data Reliability and Custoner

Sati sfaction.

FI NANCI AL MANAGEMENT AT TREASURY COVPLI ANCE W TH FFM A

Treasury continues to face significant challenges in order
to meet the requirenents of the Federal Financial Mnagenent
| mprovenent Act of 1996 (FFMA). FFM A requires that
Federal agencies inplenment and mai ntain financial managenent
systens that conply substantially with Federal financi al
managenent systemrequi renents, applicabl e Federal
accounting standards, and the United States Governnent

St andard CGeneral Ledger at the transaction level. As
reported in connection with our audit of Treasury’s

FY 1998 financial statenments, Treasury is not in substantial
conpliance wth the requirenents of FFM A

We identified instances of non-conpliance with the

requi renents of FFM A at six Treasury conponent entities, to
include the IRS, Custons, Financial Managenent Service
(FMS), Secret Service, Bureau of the Mnt and Treasury
Forfeiture Fund. These entities, except for the IRS,
managed to obtain unqualified audit opinions on their

FY 1998 financial statenents. However, this was achi evable
only through extensive efforts after year-end to overcone
mat eri al weaknesses in internal controls and devel op

audi table financial information. Also, financial systens
were not adequately integrated to support fiscal nmanagenent
of programdelivery as well as budget execution functions
and internal and external financial reporting requirenents.
These conditions precluded the ability to generate tinely
and accurate information during the year for operating and
deci si on- maki ng purposes, as well as for annual financi al
reporting.

10
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The nost critical challenges for Treasury are to firmy
address mgj or financial managenent probl ens which have been
reported at the IRS since financial statenent audits were
initiated in FY 1992 under the CFO Act. This wll require
the full commtnent and engagenent of | RS executive
managenent to devel op and i npl enent an effective renediation
pl an.

Treasury is also responsible for preparing the U S
Governnent financial statenents, which are audited by GAO
GAO has reported that the Federal Governnent is not able to
properly and consistently conpile financial statenents,
identify and elimnate intragovernnental transactions, and
reconcile the results of operations in the financial
statenents with the budget results. Many of these probl ens
are attributable to inaccurate or inconplete financial
information provided to Treasury by ot her Federal agenci es.
However, concerted and coordinated efforts are needed at
Treasury and ot her Federal agencies to address these

pr obl ens.

Ongoi ng/ Pl anned Wor k

The annual financial statenent audits required by the CFO
Act and the GVRA are the primary vehicle for reporting

whet her Treasury and its major conponent entities are in
substantial conpliance with the financial managenent system
requi renents of FFM A As required by FFM A, we will also
eval uate Treasury’s renedi ati on plans and report to Congress
i nstances and reasons when internedi ate target dates
established in the renedi ati on pl ans have not been net.

As part of our FFM A reporting, we work closely with GAO to
identify and evaluate deficiencies related to Governnent
financial reporting for which corrective actions are needed
at Treasury.

11
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DELETED FROM LAST YEAR S LI ST OF
SI GNI FI CANT MANAGEMENT CHALLENGES

DEBT COLLECTI ON | NI TI ATI VES AND ELECTRONI C FUNDS TRANSFER

The O G has renpoved debt collection initiatives and

el ectronic funds transfer (EFT) fromthe list of top issue
areas for Treasury due to the extent of work that has
recently been perfornmed by the O G and other entities,
including the GAO The O G believes that delinquent debt
and EFT are still priority issues, however, and plans to
perform additional audits and to continue oversi ght of the
progress that is being made regarding these two initiatives.

Wth reference to debt collection initiatives, the OGled a
Gover nnent -wi de review of non-tax delinquent debt, which

i ncluded audits of three Treasury bureaus. The O G found

t hat Federal agencies have worked diligently towards neeting
the objectives of the Debt Collection |Inprovenment Act of
1996 (DCIA), and that progress has been made in collecting
Federal non-tax delinquent debt. |In addition, the OG
conducted reviews of the and FMS cross-servicing procedures
and processes, and FM5S' oversight of private collection
agencies. The O G found that these processes are generally
effective in reducing non-tax delinquent debt. |In general,
managenent concurred with the recomendati ons nmade by the
AOGin these reports, and corrective actions have been

pl anned or taken to enhance Federal debt collection efforts.

In terns of future work, the O G has included inits Ofice
of Audit Annual Plan for FY 2000 a review of (1) FMS

| npl enent ati on of DCI A Regul ations; and (2) Treasury’s

O fset Program These audits will provide further assurance
that material weaknesses concerning the debt collection area
have been identified and addressed.

Wth reference to EFT, an O G audit concluded that, despite
FMS and Treasury’s efforts toward neeting the January 1,
1999, inplenentation date inposed by the DCI A the EFT
mandate was not fully achieved. FMsS has taken into

consi deration the aggressive EFT tinetable, about which

t here has been ongoi ng Congressi onal concern, and has
included in their final ruling a provision that allows an
automatic wai ver for individuals who do not have an account
with a financial institution. |In addition, FMS has set nore

12
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realistic performance neasures, using a phased-in approach,
which will be enhanced by the availability of the Electronic
Transfer Account (ETA). W recommended, and FMS managenent
agreed, to expedite efforts to release the ETA Notice. FM
expects financial institutions to offer the accounts
beginning in the fall of 1999. FMS managenent al so agreed
to our recomendation to closely nonitor the progress of
Federal agency EFT participation rates. Hi gher
participation rates are expected to continue in the com ng
years.

13



ENCLOSURE 2

AUDIT REPORTSISSUED JANUARY 1, 1998 THROUGH
SEPTEMBER 30, 1999

TREASURY’ S | NFORVATI ON TECHNOLOGY | NVESTMENT MANAGEMENT

1. Fol l ow-up Audit on Treasury’ s Oversight of Internal
Revenue Service’'s Tax System Moderni zation, O G 99-012,
Novenber 11, 1998

Managenment needs to ensure that critical planning
steps are taken when “cutting” the service centers
over to one conputing center. This includes ensuring
the followng: (1) that there is conplete integration
and production testing of service centers; (2) that
staff are available for critical positions; and (3)
that security and disaster recovery risks are
mtigated. |In addition, additional resources should
be provided to adequately define and validate the
delivery order requirenents until all requirenents
are definitized for price negotiations. (Eleven

Si gni ficant Reconmendati ons)

MONEY LAUNDERI NG BANK SECRECY

2. Fi nCEN s Conpliance with the Money Laundering
Suppression Act Relating to Non-Bank Financi al
Institutions, O G 97-098, June 12, 1997

3. The Financial Crines Enforcenent Network Suspicious
Activity Reporting System O G 99-032, January 25, 1999

4. United States Departnent of the Treasury Audit of Bank
Secrecy Act Reporting, O G99-081, April 30, 1999

5. United States Custons Service Audit of Custons’ Money
Laundering Initiatives, O G 99-102, August 3, 1999

| NFORVATI ON SECURI TY

6. Year 2000 Conpliance Effort at OCC, O G 99-029,
January 12, 1999

7. Year 2000 Conpliance Effort at FinCen Network,
A G 99-036, January 27, 1999

! Although outside the above reporting period, due to the significance of this audit, it isincluded in this
Enclosure.
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AUDIT REPORTSISSUED JANUARY 1, 1998 THROUGH
SEPTEMBER 30, 1999

8. Year 2000 Conpliance Effort at the Departnent O fices,
O G 99-038, February 25, 1999

The Deputy Assistant Secretary for Adm nistration
shoul d ensure the devel opnent and i npl enentati on of
Y2K perfornmance neasurenents and conti ngency pl ans
for core business functions, and shoul d ensure that
contingency planning includes increnentally defined
tasks and m | estone dates. (Three Significant
Recomrendat i ons)

9. Audit of the Treasury Conmuni cations System (TCS)
Automated Information Systens (AIS) Security Program
O G 99-039, February 24, 1999, Limted Oficial Use?

The TCS is a private w de-area comruni cati ons network
desi gned and operated under contract for Treasury.
The O G found that the program office responsible for
the contract, Corporate Systens Managenent, had not
fully inplenented an Al'S security program as required
by Ofice of Managenent and Budget Circul ar A-130,
Managenment of Federal Information Resources. (Eleven
Si gni ficant Reconmendati ons)

10. Year 2000 Conpliance Effort at the Bureau of Engraving
an Printing (BEP), O G 99-058, March 24, 1999

The Director of BEP should ensure that a fornmal
certification process is devel oped and shoul d ensure
t hat contingency plans be revised, inplenented and
tested. (Two Significant Reconmendati ons)

11. Year 2000 Conpliance Efforts at the Financial Mnagenent
Services (FM5), O G 99-083, May 10, 1999

The Assistant Secretary for Managenent shoul d ensure
a disciplined change managenent process, should
ensure that data exchanges with external partners are
docunent ed, and should ensure that contingency plans
for core business functions are prepared and tested.
(Three Significant Recomrendati ons)

2 This report has limited officia use and recommendations should not be released to the general public.
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12. Audit of Custonms Continuity of Operations Capability,
O G 99-109, August 23, 1999, Linmted Oficial Use?

In our Report on the U S. Custons Service s Fiscal
Year 1998 Financial Statenents, O G 99-50,

March 17, 1999, we identified significant
deficiencies in Custons’ ability to provide for
tinmely restoration of their mssion-critical systens
that, in our view, would inpair Custons’ ability to
respond effectively to a disruption in operations.
We issued a followup report, Audit of the U S
Custons Service’'s Continuity of Operations
Capability, O G 99-109, August 23, 1999, in order to
provide details relating to the significant inpact of
these deficiencies in their disaster recovery
capabilities. (E ght Significant Recomrendati ons)

13. Year 2000 Systens Conpliance Testing and Conti ngency
Pl anning for Business Continuity at the United States
Mnt, OG99-110, August 24, 1999, Linited O ficial Use?

The Director of the Mnt should ensure that business
continuity plans are conplete and tested and that
certification of these plans is forwarded to the
Department. (Two Significant Recommendati ons)

VI OLENT CRI ME/ GUN CONTROL

14. Bureau of Al cohol, Tobacco and Firearns' Firearns
Enf orcenent Strategy, O G 98-062, March 13, 1998

15. Bureau of Alcohol, Tobacco and Firearns’ |ntegrated
Ballistics Identification System O G 98-069,
March 31, 1998

ATF shoul d establish a baseline I evel of activity in
order to ensure that the IBI'S program focuses on
those locations where IBIS is nost needed, and ATF
shoul d assess the inpact on |ocal |aw enforcenent of

2 This report has limited officia use and recommendations should not be released to the general public.
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16.

17.

18.

the interoperability of IBIS wth FBI's conpeting
technol ogy system (Two Significant Recommendati ons)

Bureau of Al cohol, Tobacco and Firearns’ Violent
O fender Program O G 98-086, May 13, 1998

ATF needs to regularly review programgoals that are
set for each field office and needs to ensure that
each field office maintains accurate records for the
program Al so, ATF needs to establish a dial ogue
with the NCIC and State agencies in order to
determne if data exists which would permt easier
identification of crimnals entering the program
(Three Significant Recomrendati ons)

Bureau of Al cohol, Tobacco and Firearns’ Adm nistration
O National Firearnms Registration and Transfer Record,
a G 99-009, Cctober 28, 1998

Bureau of Al cohol, Tobacco and Firearns’ Adm nistration
of National Firearnms Registration and Transfer Record,
O G 99-018, Decenber 18, 1998

ATF shoul d conplete actions to elimnate

di screpancies in the registry s database and perform
regul ar reviews of this database for accuracy and
conpl eteness. Al so, ATF should determ ne the extent
to which it can legally obtain data in order to
update the registry so that the registry reflects al
persons currently in possession of NFA weapons. (Two
Si gni ficant Reconmendati ons)

TRADE ENFORCEMENT AND NARCOTI CS | NTERDI CTI ON BY CUSTOMS

19.

20.

21.

Fi nal Report on the Advance Passenger Information
System O G 98-033, March 9, 1998

Fi nal Report on the Treasury Enforcenent Conmmuni cation
System Users Needs, O G 98-060, March 11, 1998

Custons Service's Effort to Prevent Narcotics
Smuggling in Line Rel ease Cargo Shipnents, O G 98-085,
May 13, 1998
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22.

23.

24.

25.

Custons Service Laboratories, O G 98-103,
July 10, 1998

The | nbound Rail Cars on the Sout hern Border,
O G 99-006, October 21, 1998, Linmited O ficial Use?

Custons shoul d ensure that the objectives of the
Novenber 1977 plan are expanded to address the need
for specific detailed strategies for the assignnent
of personnel and the exam nation of rail cars. Also,
the plan should be reviewed on an ongoi ng basis and
strategi es should be nodified as new i nformati on
becones avail able. (Four Significant
Recomrendat i ons)

| nbound Rail Cars on the Northern Border, O G 99-077
April 8, 1999, Linited Oficial Use?

Custons shoul d conplete a Northern border strategy to
ensure sufficient narcotic exam nations are perforned
on in bound rail shipnents. Additionally, Custons
needs to (1) inplenent a technol ogy and resource plan
to ensure inspection equipnent is allocated to ports
on a sound basis; and (2) address security weaknesses
at points of entry. (Two Significant
Recomrendat i ons)

| nt eragency Revi ew of Export Licensing Procedures,
O G 99-090, June 15, 1999, Linited Oficial Use?

In conjunction with Departnent of Commerce officials,
Custons should initiate a study to determ ne whet her
a legislative solution can be found to m nim ze or

di sconti nue post-departure export reporting
practices. Custons and Comrerce officials should
meet to discuss nethods of strengtheni ng export
controls over |icensed shipnents and inproving the
tinmeliness of responses to |license determ nation
gueries. Custons should also work with Departnent of
Comrerce and State licensing officials to ascertain

2 This report has limited official use recommendations should not be released to the general public.
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26.

whet her i nprovenents can be nmade to the |icense
screeni ng support provided. Oher recomendations
were made to inprove the overall effeciency and

ef fecti veness of Custons’ export Enforcenent controls
and procedures. Since the report was issued just a
few nonths ago, Custons is still in the process of
addressing rel ated recommendati ons. (El even
significant reconmendati ons)

Audit of United States Custons Service's Controls Over
High Intensity Drug Trafficking Funds , O G 99-094,
June 24, 1999, Linmited Oficial Use.?

REVENUE PROTECTI ON

27.

28.

29.

30.

Bureau of Al cohol, Tobacco and Firearns Controls Over
Tax Free Exports, O G 99-123, Septenber 15, 1999,
Limted Official Use?

The Director of ATF should send tax assessnent
letters based on the $66.6 mllion in distilled
spirits exports for which docunentation was either
not submtted or was inadequate; should anend the
Code of Federal Regulations to provide additional
gui dance defining adequate export evidence; and,
after reconciling the $560 mllion in open itens in
ATF s tracking logs, should initiate action, before
the 3-year statute of limtations expires, to assess
exci se taxes where docunentation is inadequate.
(Three significant recomrendati ons)

United Stated Custons Service: Audit of Custons
Passenger User Fees, O G 98-083, May 1, 1998

Custonms Service’'s Oversight of Consolidated Omi bus
Budget Reconciliation Act User Fees, O G 98-096,
July 1,1998

Audit of the United States Custons Service Mtigation
of Penalties, O G 99-007, Cctober 21, 1998

2 This report has limited officia use and recommendations should not be released to the general public.
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| MPLEMENTATI ON OF THE GOVERNVENT PERFORVANCE AND RESULTS ACT

31. Financial Managenent Service's Strategic
Pl anni ng Process, O G 97-E06, Septenber 1999

More enphasis is needed on performng quality
casework and | ess enphasis is needed on neeting
production goals. (One Significant Reconmendati on)

FI NANCI AL MANAGEMENT AT TREASURY/ COVPLI ANCE W TH FEM A

Audi ted FY 1998 financial statenments were issued by the
O Gfor 28 Treasury entities as |listed bel ow
Significant audit recommendati ons which remai ned open
fromthe FY 1997 audits of these entities are al so

i ncl uded.

32. Report on the Departnent of Treasury' s Fiscal Year 1998
Fi nanci al Statenments, O G 99-054, March 25, 1999

The Deputy Secretary of the Treasury, and the

Assi stant Secretary for Managenment and Chi ef

Financial Oficer should ensure that the I RS devel ops
and i npl enments an appropriate corrective action plan
that will fully address the material weaknesses and
reportable conditions identified in the FY 1998 IRS
audit report. Further, the departnent’s Chief
Information O ficer should develop a plan to

strengt hen EDP general controls over financial
systens. (Two Significant Reconmendati ons)

33. Report on the United States Custons Service' s Fiscal
Year 1998 and 1997 Financial Statenents, O G 99-050,
March 17, 1999

Custons needs to inprove and integrate core financial
systens, and accelerate efforts to ensure the tinely
restoration of mssion critical systens in the event
busi ness operations are disrupted. (Six Significant
Recomrendat i ons)
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34. Audit of the Bureau of Al cohol, Tobacco and Firearns
Fi scal Year 1998 Financial Statenents, O G 99-053,
March 19, 1999

35. Audited Fiscal Year 1998 Financial Statenents of the
Treasury Forfeiture Fund, O G 99-076, April 5, 1999

The Treasury Forfeiture Fund (TFF) shoul d i npl enent
procedures to properly account for transactions on

t he accrual basis of accounting. Al of TFF s

bal ances and transacti ons should be captured by the
Asset I nformation Managenent System (general | edger).
Short falls associated with SEACATS shoul d be
corrected to allow for full tracking of all property
and currency. Further, TFF should provide guidance
or policy to all |aw enforcenent agencies
participating in the fund in order to strengthen
accountability controls over seized and forfeited
assets. (Eleven Significant Recommendati ons)

36. Audited Fiscal year 1998 Financial Statenents of FMS
Sal ari es and Expenses Appropriations, and M scell aneous
Accounts O G 99-074, March 31, 1999

FMS shoul d establish and inpl enent adequate controls
over property, plant and equi pnent. Further,
reconciliation of the Fund Bal ance with Treasury to
t he Federal Financial System Bal ances and

M scel | aneous Account Ceneral Ledger Bal ances shoul d
be performed and adequately docunented. (Six

Si gni ficant Reconmendati ons)

37. Audited Cal endar year 1998 and 1997 Fi nanci al Statenents
of the United States Mnt, O G99-078, April 7, 1999

The M nt’s systemintegration project needs to be
aggressively pursued. (One Significant
Reconmendat i on)

38. Audited Cal endar Year 1998 Financial Statenents of the
Ofice of the Conptroller of the Currency, O G 99-134,
Sept enber 30, 1998
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39.

40.

41.

42.

42.

44.

45.

The OCC shoul d reenphasi ze the inportance of tinely
reconciliation procedures to those responsible for
their performance and enforce reasonabl e deadlines
for their conpletion. Account analysis and ot her
significant accounting tasks need to be perfornmed and
subj ected to supervisory review. Further, an
adequat e process needs to be in place for review and
eval uation of the accounting treatnent for unusual or
non-routine financial events. (Twelve Significant
Recomrendat i ons)

Audi ted Statenents of Custodial Gold and Silver Reserve
for the United States M nt as of Septenber 30, 1998,
O G 99-037, March 15, 1999

Audi ted Fiscal Year 1998 and 1997 Financial Statenents
of the Community Devel opnent Financial Institutions
Fund, O G 99-056, March 19, 1999

Audi ted Fiscal Year 1998 Fi nanci al Statements of the
Bureau of Engraving and Printing, O G 99-055,
March 19, 1999

Audi ted Fiscal Year 1998 and 1997 Fi nanci al Statenents
of the Exchange Stabilization Fund, O G 99-071,
March 29, 1999

Audi ted Fiscal Year 1998 and 1997 Fi nanci al Statenents
of the Federal Financing Bank, O G 99-057,
March 22, 1999

Report on Controls Placed in Operation and Test of
Operating Effectiveness for the Treasury Bureau of
Publ i c Debt/Investnent Branch, O G 99-051,

March 16, 1999 (SAS 70 Report).

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
t he Unenpl oynment Trust Fund for the Year Ended

Septenber 30, 1998, O G 99-059, March 23, 1999
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46.

47.

48.

49.

50.

51.

52.

53.

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
t he Hazardous Substance Super Fund Trust Fund for the
Year Ended Septenber 30, 1998, O G 99-061,

March 23, 1999

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
the Federal A d Age and Surivors |Insurance Trust Fund
for the Year Ended Septenber 30, 1998, O G 99-062,
March 23, 1999

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
the Federal Disability Insurance Trust Fund for the Year
Ended Septenber 30, 1998, O G 99-063, March 23, 1999

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
the Black Lung Disability Trust Fund for the Year Ended
Septenber 30, 1998, O G 99-064, March 23, 1999

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
the Airport and Airways Trust Fund for the Year Ended
Sept enber 30, 1998, O G 99-065, March 23, 1999

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
the Aquatic Resources Trust Fund for the Year Ended
Sept enber 30, 1998, O G 99-066, March 23, 1999

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
t he Federal Supplenmentary Medical |nsurance Trust Fund,
for the Year Ended Septenber 30, 1998, O G 99-067,

March 23, 1999

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
the G| Spill Liability Trust Fund for the Year Ended
Sept enber 30, 1998, O G 99-068, March 23, 1999
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ENCLOSURE 2

AUDIT REPORTSISSUED JANUARY 1, 1998 THROUGH
SEPTEMBER 30, 1999

54.

55.

56.

57.

58.

59.

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
the Federal Hospital Insurance Trust Fund for the Year
Ended Septenber 30, 1998, O G 99-069, March 23, 1999

Report on the Treasury Bureau of the Public Debt Trust
Fund Managenent Branch Custodi al Financial Statenent for
the Hi ghway Trust Fund for the Year Ended Septenber 30,
1998, O G 99-070, March 23, 1999

Report on the Schedul e of Loans Receivabl e from Feder al
Entities, O G 99-060, March 23, 1999

Audi t ed Cal endar Year 1998 and 1997 Fi nanci al Statenents
of the Ofice of Thrift supervision, O G 99-089,
June 7, 1999

Audi ted Departnental O fices Fiscal Year 1998
Accountability Report and Consoli dated Fi nanci al
Statenments, O G 99-072, March 26, 1999

Report on the Audited Fiscal Year 98 Financi al
Statenents of the International Assistance Program
A G99-073, March 31, 1999

DELETED FROM LAST YEAR S LI ST OF S| GNI FI CANT
MANAGEMENT CHALLENGES

DEBT COLLECTI ON | NI TI ATl VES

60.

61.

62.

The Fi nanci al Managenent Service On-Line Paynent and
Col l ection System O G CA-98-001, February 23, 1998

Ef fective Pl anning and Managenent Are Needed for the
Devel opnent of an Automated Systemto Adm nister the
Debt Coll ection Inprovenent Act of 1996, O G 98- 110,
August 20, 1998

Fi nanci al Managenent Service s Cross-Servicing
Program O G 99-104, August 10, 1999
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ENCLOSURE 2

AUDIT REPORTSISSUED JANUARY 1, 1998 THROUGH
SEPTEMBER 30, 1999

63.

64.

65.

66.

Revi ew of the Effectiveness of the Financi al
Managenment Service' s Oversight of Private Collection
Agencies, O G 99-117, Septenber 2, 1999

PCl E/ ECI E Revi ew of Non- Tax Delinquent Debt — United
States Custons Service, O G 00-001, October 5, 1999!

PCl E/ ECI E Revi ew of Non- Tax Delinquent Debt — United
States Secret Service, O G 00-002, October 5, 1999%

PCl E/ ECI E Revi ew of Non-Tax Del i nquent Debt — Treasury
Departmental Offices, O G 00-003, Cctober 5, 1999?

ELECTRONI C FUNDS TRANSFER

67.

68.

Department of the Treasury’'s Resolution of Risks
Associated with the Electronic Benefits Transfer
Program O G 98-081, April 27, 1998

Fi nanci al Managenent Service’s |nplenentation of
El ectroni ¢ Funds Transfer, O G 99-075, April 2, 1999

! Although outside the above reporting period, due to the significance of this audit, it isincluded in this
Enclosure.

12



